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The purpose of this study is to find out how to protect the law for employees who
are harmed by the misuse of personal data by the company. This study uses a
type of normative juridical research using a statutory approach and a conceptual
approach. The development of the times that has led to the development of
technology and information systems has caused a lot of data misuse by the
public. Companies, in their day-to-day operations, collect and process employee
data for a variety of purposes, from personnel administration, performance
appraisals, to strategic planning. However, the use of this data often poses a risk
of misuse. Misuse of data can take many forms, including but not limited to
unauthorized disclosure of personal data, use of data for unauthorized purposes,
and disregard for adequate security measures. Misuse of data by companies can
take many forms, such as unauthorized dissemination of personal information,
use of data for unauthorized purposes, or neglect of data security that leads to
leaks. The consequences of this abuse can include financial losses, reputational
damage, and psychological impacts for affected employees. The results of this
study show that the legal steps that can be taken by employees in dealing with
data breaches or misuse reflect the importance of legal protection in
safeguarding individual rights. By providing a channel for employees to report
violations and sue for damages, the law creates a mechanism that encourages
companies to take responsibility and maintain the privacy of employee data.
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1 Introduction

In the midst of the rapid development of information and communication technology, personal data
has become one of the most valuable assets in the business world. This data includes information
relating to individuals, including employees, which includes personal data, employment history,
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performance records, and other sensitive information. With digitalization becoming more
widespread, the management and protection of personal data is very important for companie (Lubis
and Susanto 2019).

In today's digital era, data is one of the most important assets for companies. Data includes not only
information about customers, but also sensitive internal information related to employees, such as
personal data, employment history, and performance records. The management and protection of this
data is crucial because mistakes or misuse can have a serious impact on both employees and the
company(Koto and Hanifah 2023).

Companies, in their day-to-day operations, collect and process employee data for a variety of
purposes, from personnel administration, performance appraisals, to strategic planning?. However,
the use of this data often poses a risk of misuse. Misuse of data can take many forms, including but
not limited to unauthorized disclosure of personal data, use of data for unauthorized purposes, and
disregard for adequate security measures. Misuse of data by companies can take many forms, such as
unauthorized dissemination of personal information, use of data for unauthorized purposes, or
neglectof data security thatleadsto leaks. The consequences of this abuse can include financial losses,
reputational damage, and psychological impacts for affected employees (Johan, Lina, and Mustofa
2023).

In many jurisdictions, including Indonesia, there are various regulations and laws governing the
protection of personal data. In Indonesia, Law Number 27 of 2022 concerning Personal Data
Protection (PDP Law) is the main basis for regulating the management and protection of personal
data. However, while such regulations exist, their implementation and enforcement are often
challenging, especially in cases involving data misuse by companies against employees (Nursalim and
Suryono 2021).

Law Number 27 of 2022 concerning Personal Data Protection (PDP Law) provides a comprehensive
legal framework related to the collection, processing, and storage of personal data. In the context of
the misuse of employee data by companies, there are several important articles in this law that are
often violated.

One of the main aspects violated in cases of data misuse is the basic principles of data processing
regulated in Article 5 of the PDP Law. This article stipulates that the processing of personal data must
be carried out fairly, lawfully, and for specific, clear, and legitimate purposes. Misuse of employee
data, such as using their data for unrelated interests or without consent, is clearly contrary to these
principles.
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In addition, Article 12 of the PDP Law provides special protection for data subjects, in this case
employees, by stipulating their rights regarding personal data. Employees have the right to access
their data, correct errors in the data, delete irrelevant data, and object to undesirable data processing.
Ifa company ignores these rights or does not provide a mechanism to fulfill them, then the company
can be considered to be in violation of the PDP Law.

Furthermore, Article 18 of the PDP Law requires companies to provide clear and transparent
information to data subjects regarding the processing of their personal data. Failure to provide
accurate, complete information, or provide misleading information to employees about how their
data is used may be considered a violation of the provisions of the PDP Law (Pakpahan, Luh Ayu
Mondrisa Dwipayana, and Setiyono 2020).

Companies are also required to maintain the security of personal data in accordance with the
provisions of Article 46 of the PDP Law. This article stipulates that companies must implement
adequate security measures to protect employees' personal data from various threats, including
illegal access, leaks, or hacking. If the company does not implement appropriate security systems,
then this can be considered as negligence and a violation of their obligations.

It is important to understand how the law protects employees who are harmed by data misuse by
companies. These legal protections involve various aspects, including employees' rights to privacy,
mechanisms for filing complaints, and sanctions that can be imposed on companies found to have
committed violations. Additionally, understanding these legal protections can help companies to be
more aware of their responsibilities and ensure that their policies and practices are in line with
applicable regulations.

2 Materials and Methods

In this study, the author uses a type of normative juridical research using a statutory approach and a
conceptual approach. The legal materials used are primary legal materials and secondary legal
materials (Marzuki 2022).

3 Results and Discussions
Legal protection for employees who are harmed by data misuse by the company

Legal protection for employees is one of the fundamental aspects in industrial relations between
workers and companies. This protection not only serves to maintain the welfare of employees, but
also to create a fair, safe, and productive work environment. In practice, this legal protection covers
various dimensions involving basic employee rights, such as the right to a decent wage, protection
from discriminatory treatment, the right to social security and health, and occupational safety and
health (K3) guarantees (Suandi and Martinesya 2021).

Title of manuscript is short and clear,
implies research results
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First, the basic rights of employees include things such as a minimum wage that is in accordance with
the standards set out in laws and regulations, reasonable working hours, and the right to leave. For
example, in‘accordance with Law No. 13 of 2003 concerning Manpower and its derivative regulations,
companies are obliged to pay decent wages and in accordance with regional provisions. In addition,
employees are also entitled to rest time, annual leave, maternity leave for women, and other benefits
regulated by company regulations and collective bargaining agreements (Fungsi 2014).

Second, protection against discriminatory acts is also important in employment relations.
Discrimination based on race, religion, gender, or social status constitutes a serious violation of
human rights. In this context, the labor law provides protection to employees from all forms of
discrimination, both in the process of recruitment, payroll, promotion, and termination of
employment (PHK). Equality in the workplace is a principle that must be upheld by companies to
create harmonious working relationships (Nita and Susilo 2020).

Third, ensuring work safety is a crucial element in maintaining the physical and mental well-being of
employees. In risky work environments, such as the manufacturing or construction industry,
companies are required to provide personal protective equipment (PPE) and comply with
occupational safety standards. This is regulated in Law No. 1 0f 1970 concerning Occupational Safety,
which requires companies to ensure that the workplace is free from potential hazards that could
threaten the safety and health of workers. Violations of occupational safety rules not only have a bad
impact on workers, but can also result in severe sanctions for the company (Iswaningsih, Budiartha,
and Ujianti 2021).

In addition, social security is also an important aspect of legal protection for employees. The
government, through BPJS Employment and BP]S Kesehatan, requires every company to register
employees in the social security program. This program includes old-age insurance, work accident
insurance, health insurance, and pension insurance. The purpose of the program is to provide
protection for employees from social and economic risks that may occur during their employment or
after retirement (Nuryawan 2020).

In the digital era, the protection of employees' personal data is also the main highlight. With the
increasing use of information technology in the work environment, employee personal data such as
financial information, health, and other personal data are often collected and managed by companies.
However, the management of this data mustbe carried outin accordance with applicable regulations,
such as the newly passed Personal Data Protection Act, which regulates employees' rights to the
privacy of their data as well as the company's obligation to protect such data from misuse.

In today's digital era, employee personal data is one of the important aspects that must be protected
by companies. Improper data management or data misuse by the company can cause significant
losses to employees, both materially and immaterially. In this context, legal protection for employees

IISSH WVol. x No. x, Month 2021, pages: xx-xx




5
LISSH e-ISSN: 2985-6469

who are harmed by data misuse has become an increasingly relevant issue, considering the
importance of maintaining privacy and security of personal information (Thalib and Maswari 2021).

Misuse of employee data can occur in various forms, such as unauthorized disclosure of personal data
to third parties, utilization of data for commercial purposes without the employee's knowledge, and
use of data that violates privacy, such as accessing financial or health information without consent.
These actions have a very significant impact, especially when sensitive information such as health
status or financial data is leaked. Employees who are harmed by this data misuse can suffer losses in
the form of loss of privacy, damage to reputation, and real economic losses (Pertiwi et al. 2022).

For example, financial information leaks can be exploited by irresponsible parties for fraud or identity
theft purposes, which can ultimately cost employees financially. In addition, violations of health
privacy can result in social stigma that harms employees in the workplace and in their environment
(Kesuma, Budiartha, and Wesna 2021). This analysis shows that companies have a great
responsibility in maintaining the confidentiality and integrity of employee data, as well as
implementing strict security systems to prevent misuse. Without adequate protection mechanisms,
the risk of losses for employeesis increasing, which in turn can have a negative impact on the working
relationship and employee trust in the company. Therefore, the implementation of strict and
transparent data protection policies is indispensable to maintain a balance between the interests of
the company and the rights of employees.

Companies are required to implement strict security measures in managing employee data. The
company's responsibilities include implementing an information security system, granting limited
access to the authorities, and ensuring that the use of data always receives approval from employees
in accordance with the principles of personal data protection. In addition, companies must also be
transparent about data collection and use, and must provide clear information to employees
regarding how their data will be used (Nursantih and Ratnawati 2023).

Employees have certain rights related to the protection of their personal data under the PDP Law.
Some of these rights include the right to know the management of their personal data, the right to
give or withdraw consent to the use of data, and the right to request the deletion or correction of
inappropriate personal data (Nursantih and Ratnawati 2023).

In the event of a data breach or misuse, employees have several legal steps thatcan be taken to protect
their rights. The first step is to report the violation to the appropriate authority, such as the
Information Commission or the Ministry of Communication and Informatics. Through this report, the
authority can conduct an investigation and take the necessary action against the company in question.
This process is important to ensure that the company complies with existing data protection
regulations and is responsible for actions that harm employees.
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The second step that employees can take is to file a civil lawsuit against the company to demand
compensation forlosses incurred due to data misuse. In this context, employees have the right to seek
compensation for material losses, such as financial losses experienced due to data leaks, as well as
immaterial losses, such as stress or reputational damage. This process often involves gathering
evidence and strong arguments to support the employee's claims in court (Kesuma et al. 2021).

In addition, if the misuse of data falls into the category of criminal offenses in accordance with the
Personal Data Protection Law (PDP Law), employees can also sue the company criminally. This action
can involve prosecuting individuals or parties in the company who are responsible for violations of
the law. In these cases, employees can work closely with law enforcement officials to gather evidence
and draft reports that support criminal charges (Thalib and Maswari 2021).

The legal steps that employees can take in dealing with data breaches or misuse reflect the
importance of legal protection in safeguarding individual rights. By providing a channel for
employees to report violations and sue for damages, the law creates a mechanism that encourages
companies to take responsibility and maintain the privacy of employee data. However, there are some
challenges that employees may face in going through this process, such as the need for strong
evidence and potential intimidation from the company. Therefore, education about employee rights
and support from organizations that advocate for data protection is essential to help employees deal
with this situation. On the other hand, companies need to increase awareness and compliance with
data protection regulations in order to avoid potential legal disputes that are detrimental to both
parties.

4 Conclusion

The legal steps that employees can take in dealing with data breaches or misuse reflect the
importance of legal protection in safeguarding individual rights. By providing a channel for
employees to report violations and sue for damages, the law creates a mechanism that encourages
companies to take responsibility and maintain the privacy of employee data. However, there are some
challenges that employees may face in going through this process, such as the need for strong
evidence and potential intimidation from the company. Therefore, education about employee rights
and support from organizations that advocate for data protection is essential to help employees deal
with this situation. On the other hand, companies need to increase awareness and compliance with
data protection regulations in order to avoid potential legal disputes that are detrimental to both
parties.
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